We pray to the god of wealth & success, to remove
darkness from our life by way of enlightening the
knowledge
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After good breakfast or lunch you are at liberty to sleep
but do not snore loudly, you might wake up or you may
disturb your neighbor who is also sleeping and you will
also disturb me as I am in habit of sleeping during long
pause | take during lecture like our ex.P.M
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DEFINATION OF FRAUD

OO Unjustly,illegaly obtaining money or goods from another party

connected in carriage

O Non discloser of material facts
The illustrations is aimed to cover precautions preventions etc.)

The Executive Fraud Triangle

SELF is supreme, so... “l want..."
Money, title, position,
authority, perks, service, etc.

“l am..." | deserve...”
Better, smarter, more Money, title, position,
skilled, superior, authority, perks,
above, etc. service, etc.
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The buyer on the shipper?

The seller or the buyer (or both) against Customs or government
The seller or the buyer (or both) against the carrier

The cargo owners against the insurers

A fraudster against another party
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3 categories of: Insurance Fraud

= claim fraud or policy holder fraud,
= intermediary fraud and

einternal fraud
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a conservative one,” said Ri-

tesh Kumar, MD & CEO, HDFC
: Ergo General Insurance. The
: choice is between being very
¢ careful in accepting proposals
i andliberal in settlement, orin
¢ being liberal in accepting pro-
i posals and vigilant while sett-

ration.
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ORGANISATION COMBATING FRAUDS
e ——

ICC INTERNATIONAL MARITIME BUREAU

FAR EAST REGIONAL INVESTIGATION TEAM
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GROUPS OF MARITIME FRAUDS

+* CARGO & DOCUMENTARY FRAUDS

& SCUTTLING OF SHIPS

+ PHANTOM SHIP

¢+ PIRACY

% CARGO THEFTS

+ IN CONNECTION WITH CHARTERERS
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el RO S QEMARLLLMEFRAUDS —
+* BUNKERING FRAUDS
% PORT RELATED FRAUDS
¢+ BLACK MAIL FRAUDS
©* CYBER RELATED FRAUDS
& FAKE JOBS ADVERTISEMENTS

% INFORMATION PHISHING
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DOCUMENTARY FRAUDS

oo |a5|ng 1S 1SSUeq put cargo not loaded on vessel

planned for scuttling.

Advance bill of lading-shutout cargo

Wrong /bogus lob certificate issued

With inside information fake B/L is submitted to clear
cargo promptly.

Cargo sold ex. Jetty on fake documents

Deliberate over statement of cargo laden

Trojan container ( spurious cargo)

Mis discretion of cargo laden.

O0an

O0O0Oo
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SCUTTLING OF SHIP

0 Flag of convenience
[0 Asian origin crew

Scuttling is the deliberately sinking of a ship
by allowing water to flood in to the Hull
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O Vessel is operating on fake certificates

O Cargo is loaded and vessel never reaches her designated
destination.

[0 Thevessel can not be traced as identity is immediately
changed.

O Cargo is sold in war lord countries
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[0 Icc imb weekly piracy report

O Pirates low life pirates

O Sophisticated organized gangs
O War lords

O Installation of sea jack alarm on ship
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PIRACY

Somalia
A failed state that clearly is unable to react
The Gulf of Aden

A shipping choke point bound by a failed state
(Somalia)and a notorious haven for terroists (Aden)

Historical Lessons?

Would suggest that this situation is disastrous for
shipping — events proving so

Why the Middle East Important ?

Oil — is there a choice?

OO OO0 o000
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TABAR PROVIDING PROTECTION TO MV JAG ARNAV POST FOILING HUACK ATTEMPT
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TABAR PROVIDING PROTECTION TO MV JAG ARNAV POST FOILING HUACK ATTEMPT
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TABAR’S HELO LANDING MARINE COMMANDOES ON MV JAG ARNAV FOR
INFUSING CONFIDENCE AND BOOSTING MORALE OF THE MERCHANT SHIPS CREW
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TABAR’S HELO LANDING MARINE COMMANDOES ON MV JAG ARNAV FOR
INFUSING CONFIDENCE AND BOOSTING MORALE OF THE MERCHANT SHIPS CREW
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The Middle East —
Malacca Strategic Choke

Points

South China sea

Indian Ocaan
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VESSEL CHARTERING FRAUDS

— CHARTER PARTY FRAUDS
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VESSEL CHARTERING FRAUDS
CHARTER PARTY FRAUDS

+ DOUBLE PLAY CHARTER PARTY
++ADVANCE FEE FRAUD

+INTERCEPTED FREIGHT FRAUDS [§ \
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DOUBLE PLAY CHARTER PARTY

oTime Charterer A ( TCA)
oVoyage Charterer B ( VCB)
OTCA’s Broker BB1

oVCB’s Broker BB2

> Fixture for Mumbai to Mombasa
> Cargo was laden & B/L’s issued
> TCA sent Invoices to VCB

Reply received were as follows:

« VCB had paid to different time charterer DTC

*That was as per fixture of BB2 on behalf of VCB and DTC
*VVCB denied contract with TCA and refused to pay.

NO SUBSTITUTE FOR RIGOROUS THIRD PARTY CHECKS.
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ADVANCE FEE FRAUD

oVessel owner gets fixture for cargo from sanction country
oRequest for advance for port charges

oRequest for payment in Middle east due to sanctions
oUnknown broker runs away with booty

NO SUBSTITUTE FOR RIGOROUS THIRD PARTY CHECKS.
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PORT RELATED FRAUDS

+¢+ Bogus invoices of shipping related activities to supply to vessel.
s Threatens to arrest the vessel i.e. Blackmailing

¢+ Advance payment requested on impossible low quotations
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BLACKMAIL FRAUDS

“»Website purporting quasi official Government site
|

«*Complaints of aggrieved seafarers against manager or owners
are registered on the site.

“The company is blacklisted for further investigations

+The offered solution make payment

06/12/2015 ASHOK M GAWARIKAR 30

15



FAKE JOB FRAUD

CYBER FRAUD

ASHOK M
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WANTED:

CATASTROPHE ADJUSTER

Job Requirements: Must be a mind reader, a hypno-
tist, and an athlete. Must be acquainted with machin-
ery of all types and materials of all kinds. Must know

| the exact current price of everything. The desired
candidate must know all, see all, and report all. Abil-
ity to travel long distances, endure long separations
from family and friends, reside in mediocre accom-
modations, and survive on fast food is required. The
ability to be in multiple locations at the same time is
a plus.,

Qualifications: Must possess detailed understanding
of all types of insurance policies, as well as electric-
ity and engineering, physics and plumbing, chemistry
and contracting, mechanics and manufacturing, sci-
ence and shipping, bookkeeping and banking, real
estate and retailing, horse trading, human nature,
and fraud in all of its forms.

Desired Characteristics: The candidate should be
courteous, diplomatic, shrewd, persuasive, an expert
jokester, even-tempered, good looking, in posses-
sion of a photographic memory, an English scholar,
acute in business judgment, and the embodiment of
virtue.

Education: LLD, PhD, and JD degrees preferred.

06/12/2015 | All qualified individuals are 33
encouraged to apply.

CARGO THEFTS

= Bill of lading is not signed by master

= Ship has stolen some cargo

= Theft from docks /thefts from containers
= Cargo thefts on highways

The Fraud Triangle:

A framework for spotting high-risk fraud situations
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Fraud at inception

Principle of utmost good faith.
ST T o ST e o By Soncealing what he
privately knows, to draw the other party into a bargain from his
ignorance of that fact and his believing the contrary”.
Lord Mansfield 1766
Carter v Boehm

Section 17 of the Marine Insurance Act 1906

“A contract for marine insurance is a contract based upon the
utmost good faith, and if the utmost good faith be not observed
by either party, the contract may be avoided by the other party”.
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The fraudulent claim

“If a claim is fraudulently inflated so that the claim is made in an
amount which the plaintiff clearly knows he has not suffered that
will amaount-ta-a fraudulent claim”———

Nsubuga v Commercial Union 1998

“In my view, very clear evidence of fraud will be required because one has to
accept as a matter of commercial reality that people will often put forward a
claim that is more than they believe that they will recover. That is because
they expect to engage in some form of horse-trading or other negotiations”.

. WE'RE A TRUE DEMOGRACY—
e AND THE VOTER IS THE KING !
b
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Fraudulent Devices

, Defense where false statement or document

a) Directly related to the claim

b) Was intended to improve the insured’s prospects of

settlement or of winning any litigation against the insurer

and

c) Would, if successfulgsignificantly improve in assureds'

settlement or litigation 'E)"r'dgpects ;
e, N AD

Proving fraud

“On this issue the burden of proof rests unequivocally on
b o I : ard of  which il
law requires makes the burden heavier than that which
rests upon the ship-owners. Although the same balance of
probabilities test applies, the standard of proof required is
commensurate with the gravity of the allegation made...
the burden of proof is not discharged in our judgment if
the evidence fails to exclude the substantial possibility
that the loss was accidental”.
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PRECAUTIONS SHOULD BE TAKEN BY BUYER

1. All documents as per Letter of Credit & get details of vessel

2. Quality & Quantity Inspection at Load port
3. Super cargo for costly cargo and Escorts from port to CFS

4. Be careful when offer of cargo is much less than market price.

5. Be careful when seller is breathing on neck for accepting offer.

6. Do not accept payment at place other than exporters country.

7. Obtain status report and performance bond from Bank
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Banks
Banks should take following precautions against maritime fraud.

*Make us of Lloyd's shipping index.

» Check Age, size and ownership and location of the vessel

*If necessary take outside help to confirm the detalils.

*Methods should be examined of improving documentary credit
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Insurers

eInsurers should take the following precautions against maritime fraud.
|

= Institute classification Clause
« Extra premium is attracted for over-age, under-tonnage, non-
classification and FOC registration of a vessel.

< In India, the exporter is encouraged to use vessels "approved by GIC"
to carry the export cargo. This system also applies to import cargo when
the carrying vessel is bringing a full load of import cargo to India as also
to imports on vessels from Singapore, Malaysia and Far East (excluding
Japan, Mainland China).
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Conference or national lines bills of lading should be used and marked
"freight prepaid" with the amount of freight clearly stated in the bill of
lading.

< SETVICeS O depenaapie ang wernrnonm rorwarding agents, who are
also members of a national association, should be engaged.

« Buyers and sellers should attempt to identify whether the carrying
vessel is on charter and who the chatterers and owners are and
whether chartering is done only through agents or reputable
institutions.
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PRECAUTIONS WHO CAN TAKE
> RS B RS

EMBASSY/CHAMBER OF COMMERCE

FREIGHT FORWARDERS

BANKS

S
Y

INSURANCE COMPANIES

VESSEL OWNER/CHARTERER

PORT AUTHORITY
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IDENTIFY |0 INDENTIFY POSSIBLE FRAUD RISK
EVENTS

ISSUES

ASSESS 0 ASSESS IMPACTS & LIKELIHOOD FRAUD
EVENTS

ODEVELOP ANTI FRAUD TRATMENT PLANS

TREAT OIMPLEMENT TRATMENT PLANS

CONTINUOUSLY IMPROVE FRAUD RISK MANAGEMENT TO ENSURE
ROBUSTNESS
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PREVENTIVE FRAUD RISK

- BOARD & SENIOR MANAGEMENT GOVERNANCE &

LEADERSHIP

= EMPLOYEE CODE OF CONDUCT

*INTERNAL CONTROL SYSTEMS
*CUSTOMER/SUPPLIER & 3RP PARTY CHECKS
*KEEP UPTODATE WITH FRAUD TRENDS & ISSUES
*RISK ASSESSMENT
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DETECTION OF FRAUD RISK

O

O00a0

CLOSE & CONTINUOUS MONITORING OF
CONSIGNMENTS

REGULAR INTERNAL AUDITS/SPECIAL REVIEW
WHISTLE BLOWING POLICY

BENCHMARKING SYSTEMS &RATIO ANALYSIS
SPECIALIST SOFTWARE
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UK House of Lords Select Committee - 1836

Poor level of training and experience among officers
and crew in the merchant fleet

Poor design

Inadequate equipment
Incomplete repairs

Overloading and incorrect loading

The UK Merchant Shipping Act (1876)
soll dealt with

overloading.......

Samuel Plimsoll

TF
....but who will deal with the rest? T ™=

s

W

WNA  Winter North Atlantic
LE  Lloyds Register {for ships registered atuayds1
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